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What	might	happen	today What		might	be	a	better	situation
What are we doing about the cybersecurity of building automation systems (BAS)?

• Build security in – fundamentally change the "breach and patch" cycle
• Manage security and safety in the same framework
• Support diverse constraints for different types of buildings; extensible to other CPS domains
• Developed models drive the design of a secure controller framework for Internet of Things (IoT)
• Minimize barrier to adoption by allowing running existing untrusted legacy devices
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BENEFITS

Research	focus	2:	
Design	a	microkernel-based	
RTOS	for	BAS	that	supports	
enforcement	of	the	
security/safety	constraints

Research	focus	1:
Study	the	multitude	of	various	
types	of	building	requirement;	
extract	domain	specific	
security/safety	constraints

Infrastructures	have	been	attacked

Massive DDoS attacks through 
compromised IoT devices

Thousands of industrial 
control system components 

directly reachable from 
Internet

Weak	security	in	control	systems CPS/IoT dramatically	increase	accessibility

In 2013, researchers hacked 
building control systems at a 

Google office in Australia 

In 2010, the cyber weapon 
Stuxnet damaged Iran’s 

uranium enrichment plant

IT	security	
breach	can	
lead	to	
safety	
hazards	
anywhere

Embedded	
controllers	

become	security	
anchor,	stopping	
attacks	from	IT	

networks
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